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FBI’s role in countering terrorism and proliferation

This presentation is rather challenging, as you might imagine, in that it is an unclassified presentation. Not only do we typically deal with things that are secret, we deal with things that are typically top secret, and probably over classified. Hopefully, the selected topics will be engaging, including our past successes, and areas where we can go forward. It should be kept in mind that the FBI is a domestic agency, as well as a law enforcement agency, that has been around 100 years this year. I am at FBI Headquarters, specifically, I am in the Weapons of Mass Destruction (WMD) Directorate. It is a fairly new outfit for the bureau. 

Many things changed after the events of 11 September. One of those being the way the FBI handles terrorist activities. One of the things that came out of the 11 September assessment of how we conduct intelligence, was that the FBI needed a unit that dealt specifically with WMD albeit nuclear, chemical, biological, as well as the delivery systems that are involved in taking these things to their targets. I have been there for about 1.5 years and have a lot of biological and chemical background, degrees in microbiology and chemistry, a Masters in genetic engineering. 
One of the things we are involved in is the Chemical Weapons Convention where we have all signed on to try to eliminate from the world, the use and stockpiling of chemical weapons. The US is one of the countries, together with Russia, that has stockpiled many of these weapons. 

The Bureau has numerous units, both in the US and abroad, that work this complex topic. Our counterintelligence looks at the topic from the angle of the issue being a state sponsored one where certain countries are trying to be identified as proliferators. For instance, we have agents in each of our Departments of Energy (DoE) laboratories. The agents working there look for foreign nationals that are visiting, teaching or conducting research to verify that that is indeed what they are doing and that they are not trying to steal secrets or enhance foreign weapons programs. There are many ways the FBI attacks the issue apart from the WMD Directorate.

Another thing the FBI has done is have many detail agents. Recently, the FBI has taken many agents and supervisors and attempted to put those into other agencies in the US to help cooperation. One of the common problems is information sharing. It is not only a US, Romanian or Bulgarian problem, it is also an FBI problem. Literally, getting the FBI to communicate with over 12,000 agents is a challenging thing. What the FBI has done is it has placed agents in other intelligence agencies in the bureau whether it be the Central Intelligence Agency (CIA), the National Security Agency (NSA), and the National Counterproliferation Center (NCPC). These are all US intelligence agencies in which the FBI has typically not had a presence. The FBI has put agents in there to assist with information sharing. That is also something the FBI is very proud of.
The FBI has a legal attache program abroad, in Sophia, Bucharest and other places. The program is also a part of a counterproliferation program. The ultimate goal is to prevent and neutralize the acquisition of WMD. That includes the technologies and the technical know-how. The latest information we have shows there are 9 states with nuclear weapons capability and about 12 with chemical and biological weapons capabilities. 
There is a very good, unclassified report that is put out by the Congressional Research Service (CRS). It is phenomenal in detailing WMD systems and numbers (i.e. of certain weapons states might have). Information like this is usually classified. This is an excellent annual publication. It is highly recommended and available on the internet. It also provides information about many international treaties dealing with WMD and their member states. It is a very good piece with which everybody in the field should be familiar.
The FBI realizes the US has a big target on its back. It does produce many of the high-tech technologies, whether they are military or commercial. The challenge is that commercial businesses work on completely unclassified technologies for which, over night, an application is identified that has a military, space or national defense application. This makes the related projects classified. Dealing with projects and technologies like these that are on the cusp is a challenge the FBI deals with on a daily basis. For example, a group in New Jersey was acquiring technology which was not classified 6 months ago. Getting the information was not a violation and then, it became classified. These types of cases are challenges for the FBI and its agents in the field.
UN Security Council Resolution 1540 is a main resolution, signed in 2004. In it WMD proliferation was an international threat to peace and security. The Nuclear Nonproliferation Treaty, back in the 1960s, was an attempt to stop the flow of nuclear technology, equipment and things that could be used to enrich plutonium or uranium, but are also used in the civilian nuclear industry.  Obviously, it is known how important nuclear power is right now, with all of the current discussions about petroleum and the need for alternative fuel sources. Differentiating between the dual-use applications is a challenge. Things like the Missile Technology Control Regime that attempts to regulate the missile components and technologies that go into the ballistic and cruse missiles that could be used by rogue states such as Iran. 
Iran is worth thinking about. Just this morning Ahmadinejad said that 9/11 was a fabrication, the US inflated the numbers and never released the amount of people that died. This is the same person trying to build a nuclear weapons program and calling for the destruction of Israel and believing the Holocaust was a joke. Again, very scary individuals are leading Iran. Not all people in Iran are like their leaders. However, the situation in Iran is disturbing and pertinent. The entire world understands that safeguarding these technologies is an important issue and must be done. 

There are many reasons people try to acquire WMD technologies: They do it to advance their own programs. They do not have the possibility on their own to update existing platforms. They also do it from an asymmetric standpoint. If the whole world knows that the US and China are going to be world hyper powers, they have to find their vulnerabilities i.e. by attacking  their communication systems, their satellites, the chinks in the armor they believe will bring the US to a level playing field. 
One of the FBI detailees sits by the Department of State. One of the things the state has is the International Traffic in Arms Regulations (ITAR), which tries to regulate the acquisition of certain defense articles to certain rogue or terrorist groupings et al. Currently, 24 countries are on that list and are prohibited from obtaining US technologies. Iran is right on top of that list. 
Some of the ways proliferators come into the US attempting to acquire these things are universities with ties to defense contractors. In New Orleans there was a defense contractor working on unmanned aerial vehicle (UAV) technology. This is one of those technologies that, pretty much, everyone is coming after. Many times, they come to US universities and conferences trying to find that technology. 
The circumvention of export control laws is a big issue. The FBI believes that the current export laws are good and effective, but there are many ways of getting around them.  An unfortunate example of this is the Missile Technology Control Regime. It prohibits the creation of a missile that will go further than 500km at 300kg. It is possible to get around that provision by building a missile that will fly for 250km and you put two of them on the back. There are many ways to get around the export laws and they represent challenges in the US. 

People are coming to the US trying to get information on UAVs, anything nuclear, biological or chemical related, nuclear and delivery systems, advanced explosives. The FBI is covering these obvious areas. The not so obvious areas being covered are the dual use items. Any item that may go into a nuclear weapon or may be used in a missile delivery system, but also has legitimate US business applications i.e. hospitals, automotive industry, are very difficult to protect. A good example of how dual use can be manipulated is the animal feed plant in al-Hakim Iraq. In the 1989, it was working on ricin and anthrax. All the technologies, the fermentors,  the equipment involved is all dual use, that could be used for civil purposes, in fact they called it an “animal feed plant”. However, they were working on other items there, botchulinum anthrax in 1989. The CIA reports that 6000 liters of botchulinum and 8400 liters of anthrax, unbelievable numbers, were all being produced there at the “animal feed plant”.

A framing camera is another example of a dual use item. It takes pictures at the microsecond. Imagine a grenade; it will take about 6000 pictures as it is going off in the millisecond. However, it is also used in all sorts of high-speed photography in other applications. The FBI is concerned about groups like North Korea and Iran that have hidden nuclear programs. They are trying to do things under ground at the very sub-critical level, in very small amounts of special nuclear material albeit plutonium or uranium 235. This would allow those groups to do nuclear testing without being detected. These items are therefore very protected by the US and all the others who have signed the international treaties. 
The FBI is trying to work on many different fronts: the counter intelligence division that would focus an entire unit on Iran or North Korea, in the counterproliferation unit or the espionage unit. 

Now, a few words about the LEGATS (legal attaches); the FBI has Legats, agents at the supervisor level and higher, in 61 countries and 14 sub-offices providing coverage in over 200 countries. Unfortunately, sometimes one agent has to cover four countries. These people exist and are there, in the Black Sea Region as well. They are very open to contact. Two agents that are there in Bulgaria work very well with the Ministry of Interior, the National Security Agency, the Ministry of Defense. They are real assets and are there 24/7. 

In the Black Sea Region, the FBI has a LEGAT in Ankara Turkey, Athens, Bucharest, Kyiv, Moscow, Prague, Sarajevo, Sofia, Tallinn, Tbilisi and Warsaw. Therefore, the FBI has agents who have been there for several years and are working with the local governments on a variety of issues, i.e. law enforcement, human trafficking, drugs, in addition, one of their top priorities is stopping the flow if WMD materials and the proliferators in this trans-shipping region.
The Proliferation Security Initiative (PSI) is something about which the FBI is excited. Currently, 86 countries are signatories to the agreement. It came about because of the recognition that there were lots of missiles and nuclear components being shipped internationally, with no way of effectively handling that. 

In December 2002, it came to a point when the FBI found out (through intelligence) that North Korea was sending (15) scud missiles to Yemen. The US and several of its partners, including Spain, got involved and literally stopped the shipment in the sea. Not only were the missiles on the vessel, they were hidden under blocks of cement. The learning point was that there were no existing rules, or treaties to allow the stopping of this shipment. It was allowed to go through. The PSI has changed this as everybody has learned about the need for cross border and cross-continental cooperation. 
One of the key points of the PSI is consistency with national and international laws (getting everybody on the same page was the main challenge). 

The Counter-proliferation Unit is the lead unit at FBI headquarters that engages in PSI exercises. It has posted PSI exercises internationally. One is planned for August 2008 in Budapest. Of course, the Legats are involved in PSI.  In addition, Retired FBI agents are also involved in the South Eastern European Cooperative Initiative (SECI). It is a center in Bucharest, which attempts to stop the trafficking of WMD, dual use technology, trafficking, smuggling and other transborder crimes etc. It is an excellent center, which has been backed by the US for quite some time and is funded and supported by Romania.  The retired FBI agents sit in Bucharest and Sophia. SECI also tries to develop crisis management exercises on an international and local level. They try to do it simultaneously with numerous countries, multiple sites and threats. They do it with success. The US is an observer and it looks like the EU is trying to take a lead in this. The FBI is involved in so many activities, statewide and abroad, that it is a challenge to be up on all of them. 

In September 2007, there was an excellent exercise called, “The Black Sea WMD Exercise”. The FBI set up a tabletop exercise with four countries it was working with (Georgia, Moldova, Romania and Bulgaria). It was an exercise of planned terrorist activity, where the terrorists were attempting to acquire Ceasium-137, a radioisotope that something that is used in hospital and mining applications but can be used in a radiological dispersal device (RDD). It was a very good exercise and lessons were learned from it. 

Recently in Sophia, the FBI held a counterproliferation awareness conference where several ministries were brought in and looked at how customs and border control would work with the Ministry of Defense and the new National Security Agency to deal with threats like that. It was good. It engaged everyone and allowed them to move forward.
There are many maritime problems (i.e. shipping containers where terrorists could possibly put a bomb in a shipping container to detonate in one of the ports).  It is a very big vulnerability for all. 
From about 2000 onwards, the Defense Threat Reduction Agency (DTRA), the FBI, Department of Defense and others went to Albania, Azerbaijan, Armenia and Croatia and did some good training. There are many success stories in several of these countries. In September 2006 in Armenia an atom anti-terrorism exercise jointly worked with Russia on countering terrorists attacks. They focused on the Armenian nuclear plant. Therefore, again, they are dealing with real life, realistic threats and the US sees these partner countries working on minimizing these threats.  There have been several pieces of legislation that have been ratified by Georgia and others. In 2004, Bosnia set up an inter-ministerial task force, comparable with the FBI’s Joint Terrorism Task Force. It is in each of our 56 field offices. There have been many good steps forward with training and attempting to stop the flow of these items.
Every time there is civil unrest, the threat of trafficking in all of its forms is higher. Keeping this in mind it is understood that many countries do not face the same kinds of threats or problems facing the US. They do not have a national lab or a Los Alamos in their back yard, and they do not have to worry about these sensitive technologies being stolen. One of the greatest challenges lies in securing borders, and trying to develop legislation to prosecute people trying to take technologies and materials (e.g. Ceasium 137, other radioisotopes). 

The FBI is domestic intelligence with a lot of interest overseas, more and more so with the threat of terrorism and proliferation. However, in this regard, it is only as good as its cooperation and relationships with other states.
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